
 
 

User Account Access Management Policy 

Applies To: All students, employees, contractors, and affiliates of Presbyterian College (PC) 

1. Purpose 

The purpose of this policy is to establish institution-wide governance over user 
account provisioning, access management, and offboarding for all enterprise 
systems at Presbyterian College. This policy is designed to safeguard institutional 
data, ensure appropriate segregation of duties, reduce security and operational risk, 
and comply with audit, regulatory, and accreditation expectations. 

2. Scope 

This policy applies to all institutional systems and services, including but not limited 
to: 

• Active Directory (AD) 
• Email (Gmail / Office 365) 
• Banner 
• Onguard 
• Brightspace 
• ExamSoft 
• Meal Plan systems (students) 
• Rave Alert 
• Camera systems 
• Zoom Phone System 
• Any additional enterprise systems requiring authentication 

 
3. Definitions 

• Separated Employee: An employee whose employment with PC has ended 
for any reason, including resignation, termination, or retirement. 

• Separated Student: A student who has graduated, withdrawn, been 
suspended, dismissed, or otherwise is no longer enrolled. 

• Offboarding: The formal process of disabling, modifying, or removing system 
access following separation. 
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• Active Account: An account that permits authentication to any institutional 
system. 
 

4. Roles and Responsibilities 
• Human Resources: Provides IT with a timely and accurate list of separated 

employees. Confirms separation dates and status.  Human Resources must 
notify 
IT of any job title changes. 

• Registrar/Enrollment Management: Provides IT with a timely and accurate 
list of separated students, including graduation, withdrawal, suspension, and 
dismissal. 

• Information Technology: Executes account offboarding actions in 
accordance with this policy. Maintains documentation of account changes. 
Performs periodic access reviews. 

• Supervisors/Department Heads: Notify HR and IT of any special access 
considerations or data transfer needs. Identify a replacement user for data 
ownership when applicable. 
 

5. Employee Offboarding Procedures 

Upon employee separation - Resignation: 

• Active Directory: Password is changed. Account is disabled within one 
business day of confirmed separation by Human Resources.  

• Banner: All Banner access is removed. Role-based permissions are revoked. 
• Email: Account is suspended. Email is placed in a temporary hold status. Data 

is transferred to a designated replacement or supervisor as appropriate. 
• Other Systems: Access to all enterprise systems is removed. 
• Account Deletion: Accounts are deleted after a defined retention period once 

data transfer is complete. 

Upon employee separation - Termination: 

• Active Directory: Access is disabled immediately upon notification from 
Human Resources. When the active directory account is disabled, Banner can 
no longer be accessed. 

• Banner: Human Resources terminates employment in Banner.  
• Email: Account is suspended. Recovery phone numbers are removed. User is 

removed from all distribution lists and security groups.  
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• Email is placed in a temporary hold status. Data is transferred to a designated 
replacement or supervisor as appropriate. 

• Other Systems: Access to all enterprise systems is removed. 
• Account Deletion: Accounts are deleted after a defined retention period once 

data transfer is complete. 
 

6. Student Offboarding Procedures 
• Graduated Students: Email and active access may be retained for one year 

after graduation.  Active Directory access will be retained for 30 days after 
graduation. 

• Withdrawn or Transferred Students: Email and active directory access 
retained for 30 days after separation. 

• Suspended or Dismissed Students: Email and active directory access 
retained for 30 days after separation unless otherwise directed. 

• Offboarding Procedures: 
o Active directory account is disabled at the end of the retention period. 
o Email password is changed. 
o Recovery phone number is removed. 
o User is removed from all distribution lists. 
o Account is placed in a hold organizational unit. 
o Account is deleted after the applicable retention period. 

 
7. Periodic Access Reviews 

• IT shall conduct at least quarterly  reviews of all user access for critical 
systems, including Banner.  User Accounts should be reviewed to make sure 
that users only have access to the resource they need. 

• Reviews shall include validation of active users against HR and Registrar 
records. 

• Exceptions shall be documented and approved. 
 

8. Exceptions 
Exceptions to this policy must be: 

• Documented; 
• Time-limited; and, 
• Approved by the CIO and the Vice President for Finance and Administration. 
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9. Special Exemption for Emeriti Faculty members 
Faculty designated as Emeriti may retain their email account and network access to 
allow them access to library resources. 

 
10. Policy Review and Maintenance 

This policy is approved by Presbyterian College and is binding on all institutional 
units. The policy shall be reviewed at least annually by Information Technology, 
Human Resources, and the Cabinet, and updated as necessary to reflect changes in 
systems, regulations, or institutional risk. 

 

Approved By: Cabinet 

Effective Date: 03/03/2026 

Next Review Date: 07/01/2027 
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Appendix A: Offboarding Procedures (Operational) 

This appendix provides operational guidance to support consistent execution of the User 
Account Offboarding and Access Management Policy. These procedures do not replace the 
policy and may be updated by IT as systems or workflows evolve. 

A.1 Trigger Events 

• Offboarding procedures are initiated upon receipt of one of the following: 
• HR notification of employee separation 
• Registrar or Enrollment Management notification of student separation 
• Supervisor request approved by HR (employees only) 

A.2 Employee Offboarding – Detailed Procedures 

• Step 1: Verification 
o HR confirms separation date and employment status. 
o IT verifies employee identity and associated system accounts. 

• Step 2: Access Removal (Within One Business Day unless employee is terminated.  If 
terminated, access is removed immediately) 

o Disable Active Directory account. 
o Remove user from all security groups and distribution lists. 
o Revoke all Banner roles and privileges. 
o Disable access to all applications that do not use Single Sign-on for 

authentication.   
• Step 3: Email and Data Handling 

o Suspend email account. 
o Place mailbox in temporary in hold organization unit. 
o Transfer data to supervisor or replacement as directed in writing by the 

supervisor. 
• Step 4: Account Closure 

o Delete accounts after retention period once data transfer is complete. 

A.3 Student Offboarding – Detailed Procedures 

• Graduated Students: Retain email access for one year after graduation. 
• Withdrawn, Transferred, Suspended, or Dismissed Students: Retain active directory 

and email access for 30 days after separation. 
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A.4 End of Retention Period Actions 

• Disable AD account. 
• Change email password. 
• Remove recovery phone number. 
• Remove from all distribution lists. 
• Move account to designated hold organizational unit. 
• Permanently delete account after hold period expires. 

A.5 Banner-Specific Access Controls 

Banner Control Statement 

Presbyterian College maintains formal controls to ensure that access to the Banner 
enterprise resource planning system is limited to authorized individuals with a 
demonstrated business need and is promptly removed upon separation from the institution. 

• Banner access is role-based and provisioned only upon documented approval. 
• Banner access is contingent upon an active Active Directory account. 
• Upon separation, all Banner roles and privileges are revoked regardless of prior 

function. 
• Information Technology maintains a current Banner user access listing. 

At least quarterly, Information Technology performs a formal Banner access review by: 

• Reconciling Banner users against Human Resources and Registrar separation 
records. 

• Verifying that terminated employees and separated students do not retain Banner 
access beyond approved retention periods. 

• Documenting review results, remediation actions, and approved exceptions. 

A.6 Documentation and Evidence Retention 

• IT retains evidence of account disablement, access removal, and periodic reviews. 
• Documentation is maintained in accordance with record retention requirements and 

audit needs. 

A.7 Exception Handling 

• Exceptions must be documented, time-limited, and approved by the CIO or 
designee. 

• Exceptions are reviewed during periodic access reviews. 
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A.8 RACI Matrix for Offboarding and Access Management 

The following RACI matrix defines responsibility and accountability for key offboarding and 
access management activities. 

Activity Human 
Resources 

Registrar / 
Enrollment 

Information 
Technology 

Supervisor / 
Dept. Head 

CIO / 
Cabinet 

Identify separation 
event R R I C I 

Confirm separation 
date/status R R I I I 

Disable Active 
Directory account I I R I A 

Remove Banner 
access I I R I A 

Remove access to 
other enterprise 
systems 

I I R I A 

Suspend email 
account I I R I A 

Transfer data / 
mailbox ownership C I R A I 

Delete accounts after 
retention period I I R I A 

Conduct periodic 
Banner access 
review 

C C R I A 

Approve 
documented 
exceptions 

I I C I A 

R = Responsible | A = Accountable | C = Consulted | I = Informed 

 


