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Vendor ACH Policies and Procedures

1. Purpose and Scope
The purpose of this policy is to establish standardized procedures, internal controls, and security
measures for issuing vendor payments via Automated Clearing House (ACH). ACH payments are
intended to improve efficiency, enhance payment security, and mitigate fraud risk. All ACH
payments must comply with this policy, applicable banking regulations, and internal control
standards. No ACH payment may be issued without proper vendor authorization, verification,
segregation of duties, and approval.

This policy applies to all employees involved in vendor setup, maintenance, payment processing,
authorization, reconciliation, and oversight of ACH vendor payments. It governs all ACH credit

transactions issued to vendors of Presbyterian College.

2. Roles, Responsibilities, and Segregation of Duties
To maintain appropriate segregation of duties, the following responsibilities are assigned:

2.1 Cashier

e Collects ACH enrollment documentation from vendors
¢ Independently verifies vendor banking information

Maintains and updates vendor master file in Banner
e Monitors ACH returns and notifies Accounts Payable of issues
e May not initiate or approve ACH payment batches

2.2 Accounts Payable Manager

e |nitiates ACH payment batches
Creates and transmits ACH payment files to the bank*
e May not enter or modify banking information

e May not approve ACH payment batches.
2.3 Controller or Vice President of Finance and Administration

e Reviews ACH batches for accuracy and legitimacy, tracing ACH transactions to approved
invoices and payment authorizations
e Authorizes and releases ACH payments*
e Maintains administrative access to online banking users*
e May not enter or modify banking information
2.4 Accountant
e Performs bank reconciliations
e May not participate in ACH setup or payment processing

*Access to banking website requires Multi-Factor Authentication (MFA)



2.5 Assistant Controller

e Reviews bank reconciliations
e May not participate in ACH setup or payment processing

3. Vendor Enroliment
3.1 Eligibility
e ACH payments are the preferred payment method for vendors whenever feasible.
e Vendors must complete an approved ACH Enrollment Form.
e Verbal requests or incomplete documentation will not be accepted.
3.2 Required Documentation

e Completed ACH Enrollment Form
e Voided check or bank letter verifying account and routing numbers
e Completed IRS Form W-9

4. Verification Procedures
e All ACH enrollment information must be verified independently before the first payment
is issued.
e Changes to banking information or vendor contact information (name, phone, email,
mailing address) must also be verified.
e Verification must be performed using previously established contact information, not
information supplied in the change request to reduce fraud risk.
e Acceptable verification methods include:
o Call-back to known phone number
o Bank letter verification
o Other documented verifications methods
e No payments may be released until verification is complete.
e A waiting period may be applied before releasing large payments following changes, at
management’s discretion.

5. Fraud Prevention
Employees involved in vendor payments must remain vigilant against fraud risks, including
vendor impersonation and payment diversion schemes. Red flags include:
e Requests to change banking information just prior to a large payment
e Changes to both the vendor contact and banking information within a short time period
e Urgent or high-pressure requests
e Poor grammar, egregious misspellings, or unusual formatting in email notifications

Suspected fraud must be reported immediately to the Controller or Vice President of Finance and
Administration.
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Presbyterian College
Vendor ACH Enrollment Form

Vendor Information

Vendor Name:

Remittance E-mail (for payment notifications):

Phone Number: ( ) -

Vendor Address:

Banking Information (please attach voided check or bank letter)

Bank Name: Account Type: 0 Checking 0O Savings
Bank Address:
Routing Number: Account Number:

Authorization

| hereby authorize Presbyterian College to initiate ACH credit entries to the bank account listed
above for payment of amounts owed. | understand that this authorization will remain in effect
until written notice of termination is provided and processed. | certify that the information
provided is accurate and that | am authorized to allow electronic payments to this account.

Authorized Signer Name (printed): Title:

Signature: Date: / /

Internal Use Only
Vendor ID: Date Form Received: / /

Verification Completed By: Date Verified: / /

Verification Method: o Call-back o Bank Letter o Other:

Entered into Banner By:




